Introduction {#Sec1}
============

Individuals are creating torrents of data, far exceeding the market's current ability to create value from it all. A significant catalyst of all this data creation is hyper-specific sensors and smart connected objects (IoT) showing up in everything from clothing (wearable devices) to interactive billboards. Sensors are capturing data at an incredible pace.

In the specific context of healthcare, The volume of worldwide healthcare data is expected to grow up to 25,000 petabytes by 2020 \[[@CR1]\]. Some flows have generated 1,000 petabytes of data now and 12 ZBs are expected by 2020 from different sources, such as Electronic Healthcare Record (HER), Electronic Medical Records (EMR), Personal Health Records (PHR), Mobilized Health Records (MHR), and mobile monitors. Moreover, health industries are investing billions of dollars in cloud computing \[[@CR2]\]. Thanks to the use of HER and EMR, an estimated number of 50% of hospitals will integrate analytics solutions, such as Hadoop, hadapt, cloudera, karmasphere, MapR, Neo, Datastax, for health big data \[[@CR3]\].

This paper gives insight on the challenges and opportunities related to analyzing larger amounts of health data and creating value from it, the capability of reality mining in predicting outcomes and saving lives, and the Big Data tools needed for analysis and processing. Throughout this paper, we will show how health big data can be leveraged to detect diseases more quickly, make the right decisions and make people's life safer and easier.

The remainder of this paper will be organized as follows:Section [2](#Sec2){ref-type="sec"} present the context of reality mining in healthcare system.In Sect. [3](#Sec3){ref-type="sec"}, we discuss capabilities of reality mining in terms of individual health, social network mapping, behavior patterns and treatment monitoring.Sections [4](#Sec8){ref-type="sec"} highlights benefits of reality mining to patients, researchers and providers.Section [5](#Sec12){ref-type="sec"} numbers advantages and challenges of big data analytics in the healthcare industry.Conclusions and directions for future work are given in Sect. [6](#Sec13){ref-type="sec"}.

Reality Mining in Healthcare {#Sec2}
============================

Reality Mining is about using big data to study our behavior through mobile phone and wearable sensors \[[@CR4]\]. In fact every day, we perform many tasks that are almost routines. Cataloguing and collecting information about individuals helps to better understand people's habits. Using machine learning methods and statistical analytics, reality mining can now give a general picture of our individual and collective lives \[[@CR7]\].

New Mobile phones are equipped with different kinds of sensors (e.g. motion sensors, location sensors, and haptic sensors). Every time a person uses his/her cellphone, some information is collected. The Chief Technology Officer of EMC corporation, a big storage company, estimates that the amount of personal sensor information storage will balance from 10% to 90% in the next decade \[[@CR5]\]. The most powerful way to know about a person's behavior is to combine the use of some software, with data from phone and from other sources such as: sleep monitor, microphone, accelerometers, camera, Bluetooth, visited website, emails and location \[[@CR4]\].

To get a picture of how reality mining can improve healthcare system, here are some examples:Using special sensors in mobiles, such as accelerometers or microphone, some diagnosis data can be extracted. In fact, from the way a person talks in conversations, it is possible to detect variations in mood and eventually detect depression.Supervising a mobile's motion sensors can contribute to recognize some changes in gait, and could be an indicator of an early stage of Parkinson's disease.Using both healthcare sensor data (sleep quality, pressure, heart rate...) and mobile phone data (age, number of previous miscarriage...) to make an early prediction of miscarriage \[[@CR6]\].

Communication logs or surveys recorded by mobiles or computers give just a part of the picture of a person's life and behavior. Biometric sensors can go further to track blood pressure, pulse, skin conductivity, heartbeats, brain, or sleep activity. A sign of depression, for instance, can be revealed just by using motion sensors that monitor changes in the nervous system (brain activity) \[[@CR1]\].

Reality Mining Capabilities {#Sec3}
===========================

Individual Health {#Sec4}
-----------------

Currently, the most important source of reality mining is mobile phones. Every time we use our smart phone, we create information. Mobile phone and new technologies are now recording everything about the physical activity of the person. While these data threat the individual privacy, they also offer a great potential to both communities and individuals.

Authors in \[[@CR7], [@CR9]\] assert that the autonomic nervous brain system is responsible of the change of our activity levels that can be measured using motion sensors or by audio; it has been successfully used to screen depression from speech analysis software in mobile phone.

Authors in \[[@CR10]\] assert that mobile phones can be used to scale time-coupling movement and speech of the person, which is an indication of a high probability of problems in language development.

Unaware mimicry between people (e.g., posture changes) can be captured using sensors. It is considered as trustworthy indicators of empathy and trusts; and manipulated to strongly enhance compliance. This unconscious mimicry is highly mediated by mirror neurons \[[@CR11]\].

Authors in \[[@CR12]\] show that several sensors can also detect and measure fluidity and consistency of person's speech or movement. These brain function measurements remain good predictors of human behaviors. Hence, this strong relationship helps for diagnosis of both neurology and psychiatry.

Social Network Mapping {#Sec5}
----------------------

Besides data from individual health, mobile phones have the capability to capture information about social relationship and social networks. One of the most relevant applications of reality mining is the automatic mapping social network \[[@CR4]\]. Through mobile phone we can detect user's location, user's calls, user's SMS, who else is nearby and how is moving thanks to accelerometers integrated in new cell phone.

Authors in \[[@CR5]\] describe three type of self-reported: self-reported reciprocal friends when both persons report to other as friend, self-reported non-reciprocal friends when one of both reports to other as a friend and self-reported reciprocal non-friend when no one reports to other as a friend. This information has been shown to be very useful for identifying several important patterns.

Another study use pregnant woman's mobile phone health data like user's activity, user's sleep quality, user's location, user's age, user's Body Mass Index (BMI)among others, considered as risk factors of miscarriage, in order to make an early prediction of miscarriage and react as earlier as possible to prevent it. Pregnant woman can track her state of pregnancy through a mobile phone application that authors developed \[[@CR22]\].

Another good example of network mapping is the computer game named DiaBetNet. It is a game intended for young diabetics to help them keep track of their food quality, activity level and blood sugar rates \[[@CR13]\].

Behaviour Patterns and Public Health Service {#Sec6}
--------------------------------------------

Behavior pattern involves how a person lives, works, eats etc., not a place, age or residence. Reality mining has the potential to identify behaviors with the use of classification methods that are very useful to predict health patterns \[[@CR15]\]. Understanding and combining different behavior patterns of different populations is critical since every subpopulation has its own attitudes and profiles about their health choices.

Google Flu Trends represents a good example to model health of a large population. Just by tracking terms typed in World Wide Web (WWW) searches and identifying the frequency for words related to influenza as illnesses, an influenza outbreak is detected indirectly. In the U.S., Google searches prove an intense correlation between those frequencies and the incidence of estimated influenza based on cases detected by Centers of Disease Control and Prevention (CDC).

Also, with GPS and other technologies, it is easily to track the activities and movements of the person. Location's logs present a valuable source to public health in case of infectious diseases such as tuberculosis, anthrax, and Legionnaires disease. In fact, location logs can help in identifying the source of infections and government may react for preventing further transmission.

Treatment Monitoring {#Sec7}
--------------------

Once a patient takes his treatment, which is pharmaceutical, behavioral, or other, doctors and clinicians have to monitor their patient's response to treatment. Reality mining information used for diagnosis can be also relevant data for monitoring patient response to treatment and for comparing. Characteristics such as behavior, activity and mobility could be collected in real-time and they could be useful for clinicians to change or adjust treatment depending on patient's response, and in some cases it could be a more effective care with a lower cost.

A concrete example of this is Parkinson's patients. Real-time data are gathered through wearable accelerometers that integrate machine learning algorithms to classify movements' states of Parkinson's patients and to get the development of those movements.

Two significant studies exist in literature to classify dyskinesia, hypokinesia and bradykinesia (slow movements) for seven patients \[[@CR16]\]. Data are collected using different sources: wearable accelerometers, videos and clinical observations. Results of studies show that bradykinesia and hypokinesia are the two main classes identified with a high accuracy. Another classification is made to classify patients who feel off or about having dyskinesia.

Reality Mining Benefits to Health Care {#Sec8}
======================================

By combining big data and reality mining, we rang from single to large hospital network. The main benefits can be summarized into detecting diseases at earlier stages, detecting healthcare abuse and fraud faster, and reducing costs. In fact, Big data market also contributes up to 7% of the global GDP and reduces 8% of healthcare costs. Big data analytics improve health care insights in many aspects:

Benefits to Patients {#Sec9}
--------------------

Big data can help patients make the right decision in a timely manner. From patient data, analytics can be applied to identify individuals that need "proactive care" or need change in their lifestyle to avoid health condition degradation. A concrete example of this is the Virginia health system Carillion Clinic project \[[@CR17]\], which uses predictive models for early interventions.

Patients are also more open to giving away part of their privacy if this could save their lives or other people's lives. "If having more information about me enables me to live longer and be healthier", said Marc Rotenberg of the electronic Privacy Information Center," then I don't think I'm going to object. If having more information about me means my insurance rates go up, or that I'm excluded from coverage, or other things that might adversely affect me, then I may have a good reason to be concerned" \[[@CR18]\].

Benefits to Researchers and Developers (R & D) {#Sec10}
----------------------------------------------

Collecting different data from different sources can help improving research about new diseases and therapies \[[@CR21]\]. R & D contribute to new algorithms and tools, such as the algorithms by Google, Facebook, and Twitter that define what we find about our health system. Google, for instance, has applied algorithms of data mining and machine learning to detect influenza epidemics through search queries \[[@CR19], [@CR20]\]. R & D can also enhance predictive models to produce more devices and treatment for the market.

Benefits to Healthcare Providers {#Sec11}
--------------------------------

Providers may recognize high risk population and act appropriately (i.e. propose preventive acts). Therefore, they can enhance patient experience. Moreover, approximately 54% of US hospitals are members in local or regional Health-Information Exchanges (HIEs) or try to be in the future. These developments give the power to access a large array of information. For example, the HIE in Indiana connects currently 80 hospitals and possess information of more than ten million patients \[[@CR1]\] (Fig. [1](#Fig1){ref-type="fig"}).Fig. 1.Summary of reality mining benefits to healthcare.

Limitations and Challenges of Data Analytics in Healthcare Industry {#Sec12}
===================================================================

Although big data analytics enhance the healthcare industry, there are some limitations to the use of big data in this area:The source of data from organizations (hospital, pharmacies, companies, medical centers...) is in different formats. These organizations have data in different systems and settings. To use this huge amount of data, those organizations must have a common data warehouse in order to get homogeneous information and be able to manage it. However, having such systems requires huge costs.Quality of data is a serious limitation. Data collected are, in some cases, unstructured, dirty, and non-standardized. So, the industry has to apply additional effort to transform information into usable and meaningful data.A big investment is required for companies to acquire staff (data scientists), resources and also to buy data analytics technologies. In addition, companies must convince medical organizations about using big data analytics.Using data mining and big data analytics requires a high level of expertise and knowledge. It is a costly affair for companies to hire such persons.Due to serious constraints regarding the quality of collected data, variations and errors in the results are not excluded.Data security is in big concern and researchers paid more attention on how we can secure all data generated and transmitted. Security problems include personal privacy protection, financial transactions, intellectual property protection and data protection. In some developing and developing countries, they propose laws related to data protection to enhance the security. So, researchers are asked to carefully consider where they store and analyze data to not be against the regulations.

Conclusion and Future Work {#Sec13}
==========================

Big data is being actively used in healthcare industry to change the way that decisions are made; and including predictive analytics tools, have the potential to change healthcare system from reporting to predicting results at earlier stages. Also reality mining becomes more common in medicine research project due to the increasing sophistication of mobile phones and healthcare wearable sensors. Many mobile phones and sensors are collecting a huge number of information about their user and this will only increase. The use of both Big data and reality mining in healthcare industry has the capability to provide new opportunities with respect to patients, treatment monitoring, healthcare service and diagnosis.

In this survey paper, we discussed capabilities of reality mining in healthcare system including individual health, social network mapping, behavior patterns and public health service, and treatment monitoring; and how patient, providers, researchers and developers benefit from reality mining to enhance medicine. We highlight as well several challenges in Sect. [5](#Sec12){ref-type="sec"} that must be addressed in future works. Adoption of big data and reality mining in healthcare raises many security and patient privacy concerns that need to be addressed.
